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Abstract

The dangerous goods are important to businesses and the life of a city. Thousands of tons of oil, toxic, chemical,
corrosive, flammable and radioactive materials are transported each day. However, an accident involving hazardous
materials could entail serious consequences for road users, infrastructure, and the environment. In order to build a
planning aid system to reduce the risks of transporting hazardous, we adopt a microservices-based architecture on a
cloud environment. This type of architecture consists of a set of loosely coupled and independently deployable services
for more scalable applications. Due to distributed nature of microservices, the system will be developed as a suite of
small services aligned with risk management process; each service will be running in its own logical machine or
container technology such as Docker.
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1. Introduction

The dangerous goods are used in several industrial sectors, including all branches of human activities. However,
hazmat accidents can pose a significant security threat. Such accidents may occur in industrial units where hazardous
substances are produced, handled and stored; or during their transportation'. Since the transport routes of these
substances almost pass through urban areas, the increasing risks, which are created, affect all resident and non-resident
populations close to these industrial units. To ensure the safe and reliable transportation of hazardous materials, there
is a real need to detect all threat scenarios. Thus, we propose in this work a real-time environmental information
system, which can track in real-time hazmat vehicles. It provides up-to-date information, knowledge, and services that
help decision makers and urban planners to supervise hazmat transportation and better reduce the risk of moving
hazardous materials. In order to enhance overall performances, the architecture of the proposed system is based on a
microservice concept to develop and deploy applications, which are composed of independent, modular and self-
contained units. By definition, microservices are small software components, specialized in one task and work together
to achieve a higher-level task?. At the same time, microservices encourage a level of fine granularity that supports
evolving parts of a system in relatively isolation. Since each microservice is autonomous and independent, it is easy
to monitor and replace a faulty service without affecting any other. In this paper, we focus on microservices and
overall architecture. The latter provides cooperating microservices, in which each microservice runs a unique process
and communicates through a well-defined, lightweight mechanism (API orchestrator) to serve a functionality.

2. System functionalities

As previously mentioned, the global purpose of the proposed real-time environmental information system is to
provide a management platform of dangerous goods transport risk. Therefore, the functionalities provided by this
system should be aligned with risk management process. The latter usually starts with the step that focuses attention
on specific scenarios, in order to identify risk sources since hazards are recognized through trend monitoring and
investigation of safety occurrences*®. The incidents and accidents are clear indicators and should be therefore
investigated to determine the hazards that play the main role in a threat®. Hence, we use a historical data with a data
collection module?!. The historical data is based on accident and incident investigation and analysis in order to
discover all facts pertinent of a past incident or accident; and thus, identify opportunities for improvements which help
to avoid future, similar accidents'®. Each hazard that is identified must be evaluated and classified*>’. This process
requires a documentation and regulation database, which facilitates the recovery of characteristics and regulations of
these dangerous goods. Moreover, there is a need to use a GIS technology to manage, maintain and retrieve
geographical data. The Geographic information systems (GIS) are widely used in risk analysis in the transportation of
hazardous materials. The GIS models help to quantify and provide better accuracy by analyzing the risk related to
various parameters®. Furthermore, to be able to respond effectively in case of accidents involving hazardous materials,
we have to develop different scenarios, in order to anticipate and identify the affected area, by the use of a monitoring
module based on GPS and GIS technology in combination with atmospheric dispersion models?2. The last step of risk
management process is to analyze simulation results for the sake of mitigation plan; that is to identify the changes in
terms of risk assessment or risk ranking, and the mitigation possibilities in terms of actions*?

3. Software Architecture

By definition, the main goal of a software architecture is to identify the requirements that affect the structure of the
application. It is the process of defining a structured solution that meets all of the technical and operational
requirements, while optimizing common quality attributes such as performance, security, and manageability. In this
section, we will describe the different technical and operational requirements that must be offered by our system;
afterwards we will discuss and justify our proposed architecture.
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3.1. Technical and operational requirements

Building a real-time environmental system of guaranteed safety of hazmat transport, raises challenging
technological problems. Actual techniques and technology are of a little help to provide a global framework. The
development of such system must take into account a variety of requirements:

e Integration of a wide range of information on an affected area, for increasing the accuracy of scenarios in order
to produce an effective planning.

The system should be accessible from a number of different locations or even device types,

Fast evolving environment with rich dynamics,

The system have to offer a user-friendly interfaces, higher reliability and better performance,

The failure of a component should not affect system performance, security, safety and availability,

Being open for future extensions,

Allow interaction between people and environment by responding to various information demands and
providing support through various outputs.

These requirements are achieved in two ways: 1) software architecture choice should give the ability to start with
the minimum bare. Then we can add more components to expand the system as needed, without affecting other
components. ii) The technical architecture ensures a quality system design, which provides good system performance,
an effective human-machine interface, optimal operational cost, and flexibility for future changes.

3.2. Microservice based architecture

Driven by the idea that the combination and integration of efficient and scalable components help to build a
scalable, reliable and resilient system, it is necessary to use an open architecture that divides large software project
into loosely coupled components, which communicate with each other through simple APIs.

A microservices architecture is an approach that divides the solution into a microservice component parts and treats
them as separate development efforts; which increase the speed of development and go down the cost of making
changes. The microservice component is structured to achieve exactly one identifiable purpose!>!'4. This type of
architecture has many features that focus on various aspects. Among its features:

e Faster and simpler deployment and rollback with smaller services: Taking advantage of the divide and conquer

paradigm in software delivery and maintenance.

e Eliminate long-term commitment to single stack technology: selecting the right tool, language and technology

per service, without having to conform to a homogeneous environment being dictated by shared infrastructure.

e Guarantee evolutionary design, by giving the possibility to incremental change in an architecture as a first

principle.

An important feature of the microservice architecture is the isolated and individual deployment of each service. It
is important that every instance of each microservice would have complete autonomy over the environment. The
Docker technology is improved on the benefits of virtualization by avoiding the full cost of an operating system and
sharing some of host services that would be unnecessarily duplicated in each virtual machine. In our proposed
architecture, we use Docker containers as units of deployment for microservices.

3.3. Overall Open Architecture

2. The proposed architecture provides cooperating microservices, in which each microservice runs a unique process
and communicates through a well-defined, lightweight mechanism (API orchestrator) to serve a business goal. In this
architecture, each microservice includes its own persistence; it can be independently deployed, upgraded, and
replaced. The distributed and modular nature of microservice architecture needs that every instance of each
microservice would have complete autonomy over the environment’. Besides, the container technology such as
Docker can be useful in microservice deployment. The Docker technology gives the possibility to embedded
microservice in a cloud-based, continuously integrated environment.
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Microservices

Fig. 1. Generic microservices-based architecture.

Figure. 1 illustrates the proposed architecture of our environmental system. Using sensors and GPS
technology, the real-world data (location, vehicle information, hazmat information, real-time environmental
information, etc...) are transmitted to the data collection microservice, his goal is to store and transmit data on request
to other microservices. The monitoring microservice allows real spatio-temporal data to be captured from data
collection microservice and simulate the trajectories of the different connected vehicles. To show the current location
on the map, a GIS microservice is used to integrate spatial data set in order to generate map and GIS tools to perform
spatial operations®. All transport of goods, regulated by ADR (European Agreement concerning the International
Carriage of Dangerous Goods by Road) must be accompanied by documentation'2. Therefore, to facilitate the viewing
of transport documents, we call the transport documents microservice, which will make it possible to download the
various documents required from the registration number of the vehicle. Then, we use the regulation microservice for
provide extensive regulatory information. This can increase the level of speed, accuracy and reliability of road
transport regulatory authority’s decision. The hazmat information, such as product identification, the physical and
chemical properties, the nature of danger etc, will be provided by the hazmat microservice. The latter takes the ONU
number as filtering attribute. This hazmat information represents the input data for atmospheric dispersion
microservice, whose the key features is to generate a special variety of output scenarios and evaluate the different
types of risk. To prevent Hazmat transportation risk, the manager needs a system that could give him an early warning
when it detects an intrusion. This is guaranteed by the use of alert generator microservice. This microservice also
allows the user to be alerted via his phone in the case of a nearby accident involving hazardous materials. The
following sections detail the technical architecture of some microservices such as data collection, Monitoring, and
GIS microservices.

4. Data collection microservice
Currently, we are able to share data from connected devices on the internet due to IoT technologies. In this section,

we propose a data collection microservice based on MQTT (Message Queue Telemetry Transport) protocol in order
to build a rapid scalable IoT platform, which can collect and transport data.
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Fig. 2. Data collection microservice architecture

The IoT devices represent the sensor layer in an IoT infrastructure, which is responsible for obtaining the
various types of static/dynamic information of the real world through various types of sensors; and to share with
Internet access'S, through the various connectivity such as mobile communication networks, wireless local area
network (WiFi) and satellite network, etc. The MQTT protocol transports device data and communicates it to the
cloud IoT broker server. It is a publish /subscribe messaging transport, that is an adequate protocol to connect small
device to constrained networks!”. It is a many to many communication protocol for passing messages between multiple
clients through a central broker, and it uses less power to maintain an open connection, to receive and send messages
to them. The Cloud IoT broker server represents the service layer in an IoT infrastructure. It consists of an MQTT
broker (Mosquitto broker), MQTT client (Node server), and a data server (Mongodb). Furthermore, embedded into a
container docker and based on cloud computing technology, our cloud-IoT broker server can offer two basic services
as infrastructures for storage and to deliver information to other microservices!” 3.

5. Monitoring and GIS microservice
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Fig. 3. Monitoring and GIS microservice architecture

First, the monitoring microservice socket is listening to connection, then from the client’s side, the number and the
vehicle to truck is chosen. After that, every some seconds the data collection microservice sends vehicle location to
the monitoring microservice, which is connected to a database for storing the user information. Moreover, in order to
produce a map that combines the location information of vehicle with other data that shows road characteristics
displayed in “layers”, we use a GIS microservice based on Qgis server. The later also allows the read and the store of
a geographical data. For spatial data storage, we use the PostgreSQL and PostGIS extension. The client application
was developed using leaflet API to building a mapping javascript application combined with AngularJs framework.
This monitoring microservice can be useful for seeing which dangerous materials exist in a given territory and to have
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a real-time knowledge of the movements of transported materials that can enable possible accident?.
6. Conclusion and future works

In this paper, we propose a global microservice based architecture, to have a real-time information system
that has highly scalable applications on cloud environment. This can help managers to produce effective plans to
reduce the risks of transporting hazardous materials in urban areas. The microservice architecture is an architectural
style that provides a number of benefits by adopting a divide and conquer approach to software design and deployment.
This style of architecture allows our system tobe a distributed business-driven system, by exposing their
functionalities as business microservices separately deployed into a cloud environment deployed within our work by
docker technology. Our future work will be aimed at implementing the overall proposed architecture, and obtain an
experimental results and quantifiable comparison between the traditional data collection and the proposed platform.
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